
GLTECH
Cyber Security Professional Services 

‘We cannot solve 
our problems with 
the same level of 

thinking  that 
created them’

Our goal is to make it easy for organiza�ons to navigate the complex nature of IT 
Management and Cyber security while   ensuring the business goals are achieved. 
Our team of professionals that have hands-on experience and technical exper�se 
will assist the organiza�on plan and effec�vely execute the cyber security 
program.  



The GL-Tech consulting team brings in-depth cybersecurity expertise (our 
consultants have on average 15 years of experience in security specific roles). We 
provide the ideal combination of seasoned security experts backed by rigorous 
methodologies and leading-edge technology to assure success for Clients strategic 
initiatives. GL-Tech, as an organization, focuses with our clients on prevention and 
containment. We provide incident response and forensics services to help reduce 
incidents in your environment as well as proactive cybersecurity assessments to 
ensure risk mitigation. When an incident does occur – our Incident Response services 
are focused on containment as rapidly as possible. Our experience and that of our 
partners covers both IT cyber security incidents, Internet of Things (IoT) and Industrial 
Control Systems (ICS) incidents. GL-Tech implements so�ware that predicts cyber-
attacks and blocks them on the endpoint in real-time before they ever execute. This 
visionary approach to security permeates our consulting engagements and the 
technology is utilized in our incident response investigations. 

Each organization that we work for is 
given special attention and a deep dive 
is usually carried out to identify the 
unique peculiarities of the organization. 
Our team friendly deposition while 
working for our clients and the 
intrenched practice of going the extra 
mile in ensuaring our client is satisfied is 
what stands us out.  

What Makes Us Unique

Information security and Cyber security risk is a major pain 
points for various organizations in a digital age. The 
heightened level of cyber-attack across the globe and the 
impact requires that organizations treat Cyber Security as 
a major strategic risk that is capable of negatively 
impacting the continuous existence of the organization. 
Targeted attacks are on the rise, organizations are being 
compromised and attacks go undetected for months. It is 
o�en said that no organization is immune to cyber-attack 
however, smart organizations know that risk management 
is a key part of all security decisions but many don't know 
how to start.  It is necessary for organizations to have 
experienced and reliable cyber security partner that 
would guide them through the process of ensuring that the 
organization is secured. 

Cyber Security Challenge:



OUR
SERVICES



Cyber Security 
Consulting Services
GL-Tech – Managed Detection and Response Services

GL-Tech – Managed Detection and Response Services is a 
24x7 managed detection and response offering that 
provides actionable intelligence for customers to prevent 
threats quickly, while minimizing alert fatigue without 
requiring additional resources. GL-Tech has the strategy, 
expertise, and technology to analyze and guard an 
organization by preventing and containing 
threats as well as large scale breaches.

Discover Threats in No Time: 
Leverage our native AI pla�orm 24X7 to detect known and 
zeroday threats
Receive detailed and actionable threat intelligence 
whenever and wherever 
Respond to Threats in No Time:
 Implement effective countermeasures quickly
 Limit the impact of a breach

Benefits:

Key Features:

It's hard to detect the true signal of a threat when you're 
drowning in a sea of extraneous alerts. 

Threat Hunting 

Transparent

Proactive 

Adversaries don't keep office hours. That's 
why GL-Tech monitors your environment 
24x7, triaging alerts, tracing threats, 
correlating data, facilitating remediation, and 
keeping you informed every step of the way 
via the monitoring portal and a convenient 
mobile app. 

Continuous Managed 
Detection and Response

GL-Tech through implementing a 5th 
generation native AI pla�orm stops zero-day 
payloads, polymorphic malware, APTs, and 
both file-based and fileless threats with 
proven 99.1% efficacy. GL-Tech solution 
prevents incidents from occurring, before 
they can compromise your data and 
reputation. 

Stops Advanced and Emerging Threats 

As cybersecurity leader, we have to create 
our message of influence because security 
is a culture and you need the business to 
take place and be  part of that security 
                                culture.



Staff Augmentation 
GL-Tech will provide a consultant who will have the backing of all GL-Tech consultants for strategy, 
governance, and technical expertise. 
The consultant will serve the Client as an independent security expert providing strategic development 
and oversight of the Client's security program. This role will include information security governance and 
strategic planning to position Client for a proactive approach to cybersecurity based on business goals. 
GL-Tech will assign a lead consultant, who in conjunction with other GL-Tech experts will provide Client 
executives and management the opportunity to brainstorm and receive advice in all the necessary 
domains of a risk-focused security program. 

Methodology Based Threat Hunting
 Going beyond simple alert management and traditional MDR, GL-Tech employs intelligence and 
methodology-based processes to identify potential attacks, data exfiltration, unauthorized access, or 
other potential vectors of compromise. 

Expertise When, Where, and How You Need It 
SOC teams are under-staffed and over-stressed due to a global security skills gap that shows no signs 
of abating. The solution? Augment your SOC through mobile interaction with a world-class team of GL-
Tech and partners incident response and prevention experts

Transition from Reactive to Preventative 
The GL-Tech subscription is driven through a centralized AI pla�orm that enhances the network effect 
of intelligence across your security ecosystem. GL-Tech helps you transition efficiently from a reactive 
to a prevention-first security posture. 

Automated Response and Containment 
GL-Tech performs advanced orchestration for the triage, filtering, and response actions performed by 
analysts, and accelerates detailed incident response strategies that ensure threats are quickly 
detected, stopped, remediated, and prevented from recurring.

The GL-Tech & Partners team has 
responded to hundreds of high-profile 
breaches and routinely handles 30-40 
incident response cases a week around the 
globe. Our team is highly trained, highly 
experienced and all of our responders are 
also developers who maintain our internally 
developed IR tools. Some of our responders 
have battled over 1,000 breaches in their 
career. We have worked with many clients 
on building out their Incident Response 
Program, by custom writing incident 
response plans, running incident response 
exercises and training IT Security staff. Our 
partners are one of the premier IR 
organizations in the world responding to 
some of the world's most complex breaches. 
We are known for our rapid and effective 
response to cyber security incidents. 

Incident Response and Forensics Services



A traditional security program includes a combination of frequent scanning and periodic 
penetration testing to identify ways that a hacker could gain access to a company's systems or 
data. While these processes represent good hygiene for a security program, they do not 
resolve the overwhelming concern that hidden malware may already exist in the environment 
or someone may be actively using user IDs and credentials to burrow further into the 
organization's systems in advance of a major breach or attack. 
GL-Tech unique service, the Compromise Assessment, provides a mechanism to identify 
attacks currently underway as well as hidden malware and APTs in a way that other 
techniques such as penetration testing simply cannot achieve. Compromise Assessments are 
used to identify anomalous activity related to a potential compromise within your organization's 
managed IT estate. 
The Compromise Assessment identifies environmental risks, security incidents, and threat 
actor activity in a network environment. The methodology allows GL-Tech to rapidly assess an 
organization's infrastructure for the items that provide evidence of an attack underway. 

Compromise Assessment 

As sophisticated attackers utilize more advanced 
attacks including spear-phishing and combinations of 
known and unknown malware it is becoming 
increasingly more difficult for an organization to 
identify and shutdown an attack until it is too late. 
O�entimes companies only learn of the attack when 
critical data is released or hundreds of their systems 
are wiped and inoperable. Traditional searches for 
malware and ongoing compromise were difficult, 
time-consuming, and typically could only examine a 
small sample of systems in an environment.            

Benefits

GL-Tech gathers, parses and analyzes key artifacts 
from an organization's environment in order to 
determine the extent of any compromise activity or 
suspicious behavior. The artifacts are collected from 
all systems across the environment, including all 
operating system types, utilizing a set of straight-
forward scripts. These self-cleaning scripts utilize 
standard operating system commands to 
interrogate each system for a variety of system state 
and history data. 

Methodology

Phase 1 - Diagnose 
The SQL database that is constructed 
in this phase provides an opportunity 
to analyze data for coincidental 
determination of like artifacts (such as 
filenames or user profiles etc.) or 
attributes (such as date/time or file 
size and etc.).   
Phase 2 - Assess 
The Assess Phase provides more in-
depth data capture and analysis in 
order to determine whether the 
findings from the Diagnose Phase are 
false positives, or indicate malicious 
activities.  
Phase 3 – Collect
If certain computers are identified that 
according to internal corporate 
policies require retention for legal or 
other purposes; or if more 
scientific/technical analysis is 
necessary – then activities will include 
a full bit by bit disk copy (DD-image or 
E01) of those computers, including 
memory dump, for related analysis.  
Results and Recommendations 
At the conclusion of the Compromise 
Assessment project GL-Tech delivers 
a summary of the project for the 
executive team that provides a high-
level overview of the findings and risk 
state of their environment. 

The compromise assessment is performed in 
three phases: 



Incident Response Program Review 
and Development 

This offering will provide assistance to clients 
to either develop or assess their entire 
incident response program. This is a 
comprehensive offering that will also include 
IR policy review and creation as well as a 
security tool assessment if deemed 
necessary.

IR Policy Review/Creation
Incident Response Plan Review and 
Update 
Incident Response Playbooks 
Incident Response Tabletop Exercise 
Incident Response Readiness 
Assessment

Business Email Compromise Assessment 
Business Email Compromise fraud is a 
scheme whereby cybercriminals gain 
access to business email – o�en a senior 
executive or someone who can authorize 
payments – in order to transfer funds on 
their behalf. In a recent report from J.P. 
Morgan, 78% of companies were targets 
of payments fraud last year. GL-Tech's 
partner BEC Analysis Engine tool can 
quickly analyze Office 365 or other email 
logs to identify forwarding rules, failed or 
successful logins, what accounts were 
used, and how BEC attacks originated. 
At the conclusion of the assessment, a 
comprehensive report is provided to the 
executive team that details: 
  A list of vulnerabilities detected
  The risk state of the environment 
  Strategic and tactical 
recommendations for remediation

Internal Penetration Assessment 

GL-Tech performs internal network penetration testing from the perspective of an attacker 
who has gained an initial foothold in the client's internal environment. This could be through, for 
instance, phishing leading to client-side exploitation or physical intrusion into the facility.                
GL-Tech's two main goals in an internal penetration test are 'breadth' and 'depth'. Breadth, 
meaning the goal of discovering as many vulnerabilities as possible in the network that will 
allow an attacker to achieve system compromise. Depth, meaning how far will an attacker be 
able to penetrate into the network by leveraging those vulnerabilities, with the ultimate goal 
being domain admin level access and access to and/or exfiltration of, the organization's most 
sensitive data. 

 Some unique items that GL-Tech & Partners brings to Incident Response 
engagements: 
 GL-Tech tools and methodologies are completely Operating System 
Agnostic, we can respond to any environment. 
We leverage our award-winning AI technology during discovery as well as 
doing deep dive/forensic processes.
GL-Tech team brings a unique speed and efficiency to the process with 
our emphasis on leveraging AI, and having 'silent' and 'self-dissolving' scripts 
that don't tip your hat to an attacker. 
We have the ability to contain an incident with our partner endpoint 
technology if and as needed during engagements.
GL-Tech brings custom heavy-li�ing forensics tools.
Broad experience with the team having conducted over 2,500 IR 
investigations 



1. Security Assessment of SOC 
2. Security Controls Capability 
3. Tools 
4. Processes and Procedures 
5. Personnel and training 

The goal of this team is to transform the SOC. Responsibilities across this coordinated team will include: 
 Monitoring and Management of the technology in place at Clients
 Log Management 
 Development of Use Cases 
 Threat Hunting 
 Malware analysis 
 Provide a plan for optimizing key security toolsets.
  Ensure technology in place is configured and maintained appropriately 
 Managed the CMDB 
 Utilizing existing Clientstools to develop an incident management system

GL-Tech will be taking a multi-
faceted approach to assisting Clients 
with this undertaking. GL-Tech will 
assist Clientsin performing a Security 
Operations Center (SOC) capabilities 
assessment. This assessment will be 

conducted in a phase -based approach and rely 
on industry standard best practices. GL-Tech will 
outline what an industry standard SOC should 
possess in terms of capabilities, technology, 
implementation of said technology, security of 
the SOC itself as well as policies, processes and 
procedures that should be in place. This 
assessment will determine the capabilities that 
an industry standard SOC should possess and 
how to implement them.

Cybersecurity 
Operations Development



Business Email Compromise Assessment 

Business Email Compromise fraud is a scheme 
whereby cybercriminals gain access to business 
email – o�en a senior executive or someone who 
can authorize payments – in order to transfer 
funds on their behalf. In a recent report from J.P. 
Morgan, 78% of companies were targets of 
payments fraud last year. GL-Tech's partner BEC 
Analysis Engine tool can quickly analyze Office 
365 or other email logs to identify forwarding 
rules, failed or successful logins, what accounts 
were used, and how BEC attacks originated. 
At the conclusion of the assessment, a 
comprehensive report is provided to the 
executive team that details: 
  A list of vulnerabilities detected
  The risk state of the environment 
  Strategic and tactical recommendations 
for remediation

Strategic Services

Security Maturity Review Assessment GL-Tech 
will perform a holistic Security Program 
Maturity Assessment, measuring how the 
Client's security processes compare to the 
defined security standards it needs to meet. 
The nature of this assessment is to provide 
custom consulting and partnership on building 
a comprehensive security program in two 
phases.
Phase 1: 
GL-Tech will determine Client's current state 
for its IT and security environment and develop 
recommendations to close those gaps and 
improve the overall security posture of the 
information technology operation. 
Phase 2:
GL-Tech will work with client collaboratively to 
identify the best tactical and strategic 
remediation solutions for the gaps discovered 
during the first phase of the Security Program 
Maturity Assessment. GL-Tech will aid by 
providing product-agnostic insight acquired 
through many years of security consulting 
experience into the ideal strategies and 
technologies to implement in order to most 
effectively improve the security posture of 
Client's environment.       

External Penetration Assessment Protecting 
your internet facing infrastructure from 
external threats begins with identifying the 
attack surfaces of your external systems. 
GL-Tech identifies each external netblock 
and performs discovery to find each live 
host on those netblocks. GL-Tech then 
enumerates every open TCP and UDP port 
on each system and queries these ports to 
discover what services are listening on 
them. Vulnerability scans are conducted 
against each open port and the results of 
these scans manually verified. This is 
followed by manual penetration testing of 
each open port to search for vulnerabilities 
which cannot commonly be found by 
vulnerability scanners. The aim of this 
process is to ensure that every host, every 
open port and every listening service on 
your externally facing networks are 
thoroughly tested. 
GL-Tech begins by taking a list of hosts 
and/or netblocks provided by the customer 
and verifying them against the five Regional 
Internet Registries (RIRs). 

Red Team Services



Internal Penetration Assesment

GL-Tech performs internal network penetration testing from the perspective of an attacker who has 
gained an initial foothold in the client's internal environment. This could be through, for instance, 
phishing leading to client-side exploitation or physical intrusion into the facility.                GL-Tech's two 
main goals in an internal penetration test are 'breadth' and 'depth'. Breadth, meaning the goal of 
discovering as many vulnerabilities as possible in the network that will allow an attacker to achieve 
system compromise. Depth, meaning how far will an attacker be able to penetrate into the network by 
leveraging those vulnerabilities, with the ultimate goal being domain admin level access and access to 
and/or exfiltration of, the organization's most sensitive data. 

Wireless 
Penetration Assessment 

Physical 
Penetration Assessment 

Social Engineering 
Penetration Assessment 

Application 
Penetration Assessment 

Cloud Architecure 
Penetration Assessment 

Red Team 
Penetration Assessment 



Incident Response Technical Training 
GL-Tech will educate Incident Response staff and any other 
Information Security individuals on the end-to-end incident 
response process (from preparation to lessons learned). GL-
Tech will train users on tracking incidents and clearly identify 
roles and responsibilities during an incident. This will ensure 
that all team members will know when and how to 
transfer/request information and responsibilities between 
differing teams within the organization.

Project Management
GL-Tech starts with well documented and time-honored 
project management principles, and tailors them to today's 
dynamic security environment. Your project will have a 
single project manager to coordinate activities throughout 
the project. This provides assurance that we will meet all 
your security requirements and ensure that the services you 
receive fit your needs precisely. All scheduling information 
and relevant planning will be completed during the kickoff 
process prior to the actual start of your engagement.

Our Professional Training Courses
A series of on-demand training sessions or in person lunch-
and-learns will follow to ensure that the playbooks are 
understood and are usable per the different tiers. These 
training sessions should at first be performed per role or tier. 

The knock-on effect of a date breach 

can be devastating for a company. 

when customers start taking their 

business-and their money- elsewhere, 

that can be a real body blow.











+2348056156142, +2347039992021

sam.okenye@gltechlimited.com
info@gltechlimited.com

36, Olakunle Selesi Street
Ajao Estate, Lagos State

HERE
For detailed proposal 
click 

http://gltechlimited.com/proposal.pdf
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